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Based on the BBA specification: Applications should implement graded authentication based on protection levels. Authentication requests for Special Protection

and Highest Protection must use strong authentication (e.g., two-factor authentication).

Therefore, when using account and password to access nonspecial protection or highest protection applications, and then accessing special protection or highest
protection applications, it is necessary to log in again using strong authentication.

ETBBARE: NARBERIERIFSFRHITORIANL, SHNREISIIRIFEGESRIPEIIFSAESK, YIRAEAELTN (WXNEFIAL)
ATLA, fEERKSEZLLAAREIRIFEEFRSRIFPRAIRIN AR, BheHSIRIFEESRIPRAINAN, FEBXEREAESIVER,

Regarding logout, regardless of the level of application from which the user logs out, the user must re-authenticate when accessing the BBA application post-log-out.

ATELH, TeAPEEUAIINNASELY, BinlaBBANBIHHEEENER.
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If you have a BBA computer which in domain and connect the BBA office network, you can access the nonspecial protection or highest protection applications

without login by WNA authentication. However, to access special protection or highest protection applications, it is necessary to log in again using strong

authentication.

INEREEBBAEIHRYRE A EIEZBBARYD A%, BIIWNAINILE, SEERATERLIIAMTRIFSEARRSRIPRBIINA, BEHER
ARIFEERSRIPRBINNAE, FERREMASALSIVER.
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1. If the computer you are using is not in the domain but connected to the BBA office network, when accessing the applications, the following login page will be

displayed based on whether the application you are accessing is under special protection or at the highest protection level.

SNSRI ARV ANANE IS (B T BBARII ANES, NN AR, BiRIESAERNARSS I RIFE RS RIPR AN N R NERUH.

[ e
2. On the login page of nonspecial protection or highest protection applications, the 3. On the login page of special protection or highest protection applications, the
following login methods will be displayed: following login methods will be displayed:
Scan Code, Username + Password, Strong Authentication(Password + Scan Code, Strong Authentication (Password + SMS/EMAIL, NetlQ), Login with
SMS/EMAIL, NetlQ), Login with BMW Group Q/QX/B2D Account. BMW Group Q/QX/B2D Account.
RIS RSRIPRAINBRIERUE, ERATERAIN: 1358 EFRRIFE RS RPN ANERTH, BRUTERL:
TR, WS+EB, @A, (FRESEEQUQX/BDKSERANER. FHBER, BAE (ER+HES/MMYE, NetlQShs), FREEEH

Q/QX/B2DIKSERH X ER.
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BBA OFFICE NETWORK BUT OUTSIDE THE DOMAIN- JOYCHAT SCAN CODE

Ifyou have JoyChat Apps, you can open Joychat then use scan the code.

anERfEBJoyChat FHUNA, ERTLAGER ) oyChatAY3—i3ThREA M N E 463,

eeeeeee

PPPPPPP

AGERFER 50
Ele] BapiasE
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BBA OFFICE NETWORK BUT OUTSIDE THE DOMAIN- JOYCHAT SCAN CODE

Click "Confirm" button then you can login the application.

RE"A" R, SRS RENAIN A,

Digital ID #% English

Username

Scan Code
Password

q |D Can't Login?

Strong Authentication

Waiting for confirm

Please scan code via BBA JoyChat Login with BMW Group Q/QX/B2D Account
User Manual Privacy Policy Contact Us
This is the official designated login page for BMW Brilliance Automoti ble only by d

© Please do not save this page to bookmarks or favorites. If you want to save the required page to your browser, please login first.
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BBA OFFICE NETWORK BUT OUTSIDE THE DOMAIN- USERNAME + PASSWORD

On the login page of nonspecial protection or highest protection applications, enter the "Username" and "Password", then click "Login" button to login.

FARSBIRIFEESRIPRIINAIERTE, BA"KST'ER", AesE"ERRHHITER.

Digital ID @3 English

eeeeeeee

Scan Code
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1. On the login page of nonspecial protection or highest protection applications, after clicking the "Strong Authentication” button, the "Password +
SMS/EMAIL" authentication method will be displayed. On the login page of special protection or highest protection applications, directly display the
“"Password + SMS/EMAIL" authentication method.

HIFERIRIFE RS RIPRAINANERITH, RESNERES, BR"ERHEEMMETAELT, ERBIRIFEEERIPRE N A
HERIUE, VEEER "ZEHE(E/HMYF AEST.

2. Please enter the correct "Username” and click the "Next" button to verify password and verification code.
IERMALERN'IKS", RE" N2 &I BFIsGIES,

Digital D 3% Engish @ pigital ID
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You can enter the correct password, then click the "SMS" button, and after the SMS is successfully sent, the mobile number bound to your account will receive a

SMS verification code.

MAIERRRIERE, RERE"TRE, BEKENDE, SKSHENFISHEUE RS,

Digital ID

< Back

Password

ScanCode | eesecceecceeneen. ® |

| EMAIL

Can't Login?

Login with BMW Group Q/QX/B2D Account

Please scan code via BBA JoyChat

© Please do not save this page to bookmarks or favorites. If you want to save the required page to your browser, please login first.
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i3 English

| 4 ’)"/

10694675997256175

information security! #RA934ER
416603, ZXIEE5 2 HANE
¥, ATHAEEBHESREE)
HETFAAL

[%RE3] [BBA DDigtal
ID]Your verification code
which is vlid for 5
minutes, Please keep it only with
you in order to ensure your
information security! A958R
734541, ZHITB 5D HAE
Hq, A IBRENEEREED
HETFHAL
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BBA OFFICE NETWORKBUT OUTSIDE THE DOMAIN- STRONG AUTHENTICATION
- PASSWORD+SMS/EMAIL

You can enter the correct password, then click the "EMAIL" button, and after the email is successfully sent, the email bound to your account will receive an email
verification code.

BMINIEFRRIES, R "ERE"RE, BMEAIERIIE, SKSHEERERESIEIIRIERS.

*********

@ pigital 1D

#@ED Digital ID

Digital.ID
WA 2024/3/27 (A=) 10:46
Dear
Your verification code is he verification code is valid within 5 minutes, please keep your information security!
ol ok an 2 2 == ZIET 5 D NER, HNHTE!
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BBA OFFICE NETWORKBUT OUTSIDE THE DOMAIN- STRONG AUTHENTICATION

- PASSWORD+SMS/EMAIL

1. You can enter the SMS or Email verification code, then click the “Login” button to Login.

MAEFEEEEREIIES, AeRE"ER"REHITER.

2. Please note: The verification code is valid for 5 minutes.
BER: WIFESS B,

Digital ID
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1. On the login page of nonspecial protection or highest protection applications, after clicking the "Strong Authentication” button, you can choose the "NetlQ"
authentication method. On the login page of special protection or highest protection applications, you can directly choose the "NetlQ" authentication
method.

IR RIPE RS RIPRBIN ANERITE, [REBALE"FRILUER Netl QLB AILEL T, ERBIRIFEERSRIPAR SN FARYERT
H, TLABEESEE NetlQShENIES .

2. Please enter the correct "Username”, click the "NetlQ"button, and then click the "Next" button to verify PIN code.
TEMALERR"IKS", RE"‘NetlQzHEBERE" T2 1REHIEPING,

Digital ID X Englsh Digital ID

O
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You can enter the correct PIN Code, then click the "Authentication Method" dropdown box, and after drag slider to the puzzle to complete the graphic verification,
the NetlQ authentication method that your account has been bound to will display. Please select an authentication method and click the "Next" button to continue

verifying the code.
BINIEFBRIPINGG, AERETANELSV TRAE, EiBRERER ST, BeERHEKSESERINeIQAIEST. BIEFE—MAIEAR
Jt Tl Sy 2 2 S | LS S o

Digital ID X English Digital ID

Login with BMW Group Q/QX/B2D Account
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When you choose the "PIN + Joychat" authentication method, you will receive a message from JoyChat Xiaobao. Please enter the correct verification code and

click "Login" button to login.

SI&%4% "PIN + Joychat TAIES T, UGS EEoyChat NEUWRRIIGIERD, BMIALEMRARIES, RE"ER"EHMITER,

Digital ID

< Back
PIN Cod
...... ®
Authentication Method
| PIN+Joychat v
Verification Code
NetlQ User Manual Can't Login?

The verification code is sent successfully, please log in to
JoyChat Xiaobao to view

Login with BMW Group Q/QX/B2D Account

Please scan code via BBA JoyChat

r Manual Pr

Privacy Policy Contact Us

o Please do not save this page to bookmarks or favorites. If you want to save the required page to your browser, please login first.

Digital ID / BBF-412-3/2025-11

16:218

Messages

a
@ XiaoBao
mporto
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When you choose the "PIN + TOTP" authentication method, you can obtain a one-time password (TOTP) through the NetlQ Auth application. Please enter the
correct verification code and click “Login" button to login.

Ifyou don't have the NetlQ Auth app, you can download it by searching for "NetlQ Advanced Authentication” in the mobile app store.

Sf89%HEE "PIN + TOTP"AIEIST,, NetlQ AuthRZFBIFERENE] —R 1O (TOTP). IBRMIALEAIRIEY, RE"ER"ZHBITER.
ANERERBNetlQ Auth iz, BTLAEIS FAA A5 Z<"NetlQ Advanced Authentication”" &Mz .

Digital ID

i English

ScanCode ~  eeeees

Authentication Method

PIN+TOTP v | ETFHEN—REOS (TOTP)

L
Verification Code

{118

O

13 BEREHRD

®3814010

Login with BMW Group Q/QX/B2D Account

© Please do not save this page to bookmarks or favorites. If you want to save the required page to your browser, please login first.
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When you choose the "PIN+Mobile-Push” authentication method, you can open the NetlQ Auth application, which will automatically pop up an authentication
request. Please click the "Accept" button to complete login.

Ifyou don't have the NetlQ Auth app, you can download it by searching for “"NetlQ Advanced Authentication” in the mobile app store.
#0742 "PIN+Mobile-Push™AUES T, ZRTLAFIFFNetiQ AuthpizF, NetlQ Authii R BEBEHEFIEK, BRE"ESZ "IRHTHER.
AR ZBNetlQ Authpz BB, BTLUEIE FALA B ETEZR "NetlQ Advanced Authentication” &N A,

Digital ID 3 Engish

ScanCode eeeees ®

Authentication Method

PIN+Mobile-Push v

()

NetlQ User Manual Can't Login?

Please scan code via BBA JoyChat

Login with BMW Group Q/QX/B2D Account

Privacy Policy

o Please do not save this page to bookmarks or favorites. If you want to save the required page to your browser, please login first.
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|If the computeryou are using is not in the domain and not connected to BBA office network, when you apply the application, you will open the login page with the

following login methods:
Scan Code, Password + SMS/EMAIL, NetlQ, Login with BMW Group Q/QX/B2D Account.

NERIEMERRIEB AR ERERBBARIMES, SEpRINAR, BRI TERANERTHE:
ARER, EB+HEE/HMY, NetQ<hE, ERES5EHEV/AX/BDKSER,

i3 English

Digital ID

Please select MFA method

a: ord + SMS/EMAIL NetlQ

Can't Login?

Login with BMW Group Q/QX/B2D Account

Please scan code via BBA JoyChat

© Please do not save this page to bookmarks or favorites. If you want to save the required page to your browser, please login first.
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PUBLIC NETWORK- JOYCHAT SCAN CODE

Ifyou have JoyChat Apps, you can open Joychat then use scan the code.

anERfEBJoyChat FHUNA, ERTLAGER ) oyChatAY3—i3ThREA M N E 463,

@ pigital ID 4% Englsh

eeeeeeee

BEURIER M —H50
ENe] Hapiass
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PUBLIC NETWORK- JOYCHAT SCAN CODE

Click "Confirm" button then you can login the application.

RE"A" R, SRS RENAIN A,

Digital ID

Username

Scan Code
Password

q |D Can't Login?

Strong Authentication

Waiting for confirm

Please scan code via BBA JoyChat Login with BMW Group Q/QX/B2D Account
User Manual Privacy Policy Contact Us
This is the official designated login page for BMW Brilliance Automoti bl ly by d

@ Please do not save this page to bookmarks or favorites. If you want to save the required page to your browser, please login first.
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On the login page, enter the correct "Username”, choose "Password + SMS/EMAIL" authentication method and click the “Next" button to verify password

and verification code.

EERNE, WMALERIN'KS", BE"EEHEE/MME AL, AT T2 R ERSFIRIERS.

Digital ID

Digital ID / BBF-412-3/2025-11

Username

Scan Code |

Please select MFA method

| Password + SMS/EMAIL | NetlQ

Can't Login?

Login with BMW Group Q/QX/B2D Account

Please scan code via BBA JoyChat

User Manual Privacy Policy Contact Us

This is the official designated login page for BMW Brilliance Automotive, accessible only by authorized users

© Please do not save this page to bookmarks or favorites. If you want to save the required page to your browser, please login first.

3Z  English
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You can enter the correct password, then click the "SMS" button, and after the SMS is successfully sent, the mobile number bound to your account will receive a

SMS verification code.

MAIERRRIER, RERE"TRE, BEKENE, SKSHENFISHBAUEREITILS.

Digital ID

< Back

Password

ScanCode | eesecceecceeneen. ® |

| EMAIL

Can't Login?

Login with BMW Group Q/QX/B2D Account

Please scan code via BBA JoyChat

© Please do not save this page to bookmarks or favorites. If you want to save the required page to your browser, please login first.
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i3 English

10694675997256175

information security! #RA934ER
416603, ZEIFR5HHNE
¥, ATBRRENEEREE)
HETAAL

[%RE3] [BBA DDigtal
IDIYour verification code
which is vlid for 5
minutes, Please keep it only with
you in order to ensure your
information security! fR§034TER
734541, ZHITB 5D HAE
¥, NI HRENESREE)
HETFHAL
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PUBLIC NETWORK- PASSWORD + SMS/EMAIL

You can enter the correct password, then click the "EMAIL" button, and after the email is successfully sent, the email bound to your account will receive an email
verification code.

BMNIERRRIES, R_E"ERERE, BMEARIERINE, SIKSHERERERESIEIIRIERS.

Digital ID

&% English

#E=ES Digital ID

Digital.ID ®| ©aE | ©amaE | > us
WA

2024/3/27 (A=) 10:46

Dear

Your verification code is 292379, the verification code is valid within 5 minutes, please keep your information security!
- EOWERR|202370| FIED S HHNFR, /LT
Best Regards

1%
Pleas 1R =3 Digital ID

© Please do not save this page to bookmarks or favorites. Ifyou want to save the required page to your browser, please login first.
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1. You can enter the SMS or Email verification code, then click the “Login” button to Login.
BMAEIRREEHEIIEHE, AeRE " ER"RHHITER.

2. Please note: The verification code is valid for 5 minutes.

B WERESHHINE

Digital ID

ScanCode esescececccceens ®

ccccccc

Login with BMW Group Q/QX/B2D Account

User Manual Privacy Policy Contact Us

© Please do not save this page to bookmarks or favorites. If you want to save the required page to your browser, please login first.
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On the login page, enter the correct "Username", choose "NetlQ" authentication method, and then click the “Next" button to verify PIN code.
FEESRUE, WMALERIY'KS", K[RE'NetlQzHEHERE" T2 HEHIEPIN £5,

Digital ID

Digital ID / BBF-412-3/2025-11

Username

Scan Code

Please select MFA method

Password + SMS/EMAIL

Can't Login?

NetlQ

Please scan code via BBA JoyChat

User Manual Privacy Policy

This is the official designated login page for BMW Brilliance Automotive, accessible only by authorized users

o Please do not save this page to bookmarks or favorites. If you want to save the required page to your browser, please login first.

Login with BMW Group Q/QX/B2D Account

Contact Us

P

English
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You can enter the correct PIN Code, then click the "Authentication Method" dropdown box, and after drag slider to the puzzle to complete the graphic verification,
the NetlQ authentication method that your account has been bound to will display. Please select an authentication method and click the "Next" button to continue

verifying the code.

BINIERRIPING, ARREAELIV MIIE, fEalisREREGIHE, BeErEEKSE4ENNQAEST., BEFE—AELR
Il S A G L S R L ST

Digital ID FX English Digital ID FX Engish

Login with BMW Group Q/QX/B2D Account
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When you choose the "PIN + Joychat" authentication method, you will receive a message from JoyChat Xiaobao. Please enter the correct verification code and

click "Login" button to login.

SI89%EREE "PIN + JoychatAIES T, S oyCha NEIREEGIERD, BRAERIGIHTS, [RE"ER"ZEHITER,

Digital ID % English

< Back
PIN Cod
...... ®
Authentication Method
| PIN+Joychat v
Verification Code
NetlQ User Manual Can't Login?

The verification code is sent successfully, please log in to
JoyChat Xiaobao to view

Login with BMW Group Q/QX/B2D Account

Please scan code via BBA JoyChat

User Manua Privacy Policy Contact Us

o Please do not save this page to bookmarks or favorites. If you want to save the required page to your browser, please login first.
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16:218

Messages

M Federatior a
@ XiaoBao
mporto
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When you choose the "PIN + TOTP" authentication method, you can obtain a one-time password (TOTP) through the NetlQ Auth application. Please enter the
correct verification code and click “Login" button to login.

Ifyou don't have the NetlQ Auth app, you can download it by searching for "NetlQ Advanced Authentication” in the mobile app store.

ISR "PIN + TOTP"AMESC, NetlQ AuthR FRIESRENE] —RiEO S (TOTP). BN IERAIRIES, M ERRHTER.
ANERERBNetlQ Auth iz, BTLAEIS FAA A5 Z<"NetlQ Advanced Authentication" &Mz .

Digital ID 4z Englsh
< Bacl
PIN Co
ScanCode ~  eeeees ®
Authentication Method
PIN+TOTP v | ETFHEN—REOS (TOTP)
P
'S) Vi n Cod
o {118
13 PEREMAD
NetiQ User Manual Can't Login? ®3814010
please login in to | 0 view token
QR code expired pressaiogie rita Netk cbe oken

Login with BMW Group Q/QX/B2D Account

© Please do not save this page to bookmarks or favorites. If you want to save the required page to your browser, please login first.
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When you choose the "PIN+Mobile-Push” authentication method, you can open the NetlQ Auth application, which will automatically pop up an authentication
request. Please click the "Accept" button to complete login.

Ifyou don't have the NetlQ Auth app, you can download it by searching for "NetlQ Advanced Authentication” in the mobile app store.
15" PIN+Mobile-PushTAIEFS T, ATLAFTFENetlQ AuthpiZFS, NetlQ AuthRZ & B oiBHETER K, BRE EX RHTHRER.
AR ZBNetlQ Authpz BB, BTLUEIE FAA B ETEZR "NetlQ Advanced Authentication” kN A,

Digital ID 3 English

ScanCode eeeees ®

Authentication Method

PIN+Mobile-Push v

()

NetlQ User Manual Can't Login?

Please scan code via BBA JoyChat

Login with BMW Group Q/QX/B2D Account

U Manual Privacy Policy

o Please do not save this page to bookmarks or favorites. If you want to save the required page to your browser, please login first.
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LOGIN WITH BMW GROUP ACCOUNT IN BBA INTRANET NETWORK -WEBEAM

On the login page, click " Login with BMW Group Q/QX/B2D Account", redirect to WebEAM login page. User inputs Q/QX/B2D, WebEAM will display authentication
method automatically according users' access network.
EERNHRAT"EAEDERQUX/B2DKSER"RHEWebEAMERTT, WAQ/QX/B2DIKS, BHaltRiEFRFHMEEEH R ARNEREF.

2, 1©TTToooommooommoooomoo-os |
e e Rouskorce

User Name

NEXT

Username IWA LOGIN

Scan Code

Please do not save this page in your bookmarks/favorites. If you want to save

Password the requested page in your browser, please log in first

|
I |
I |
[ |
I |
I |
I |
[ |
I |
I |
I |
[ |
I |
I |
Can't Login? | 1
[ |
) ' |
I |
I |
[ |
I |
I |
I |
[ |
I |
I |
I |
[ |
I |
I |
I |

Please scan code via BBA JoyChat

BMW ROLLS-ROYC
crop (%) =F oumoe

Strong Authentication
Please select the authentication method

| Login with BMW Group Q/QX/B2D Account

User Manual Privacy Policy Contact Us

PIN+Yubikey
PIN+Mobile Push

This is the official designated login page for BMW Birilliance Automotive, accessible only by authorized users

Please do not save this page in your bookmarks/favorites. If you want to save
the requested page in your browser, please log in first.
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LOGIN WITH BMW GROUP ACCOUNT IN INTERNET -WEBEAM

On the login page, click " Login with BMW Group Q/QX/B2D Account"”, redirect to WebEAM login page. User inputs Q/QX/B2D, WebEAM will display authentication
method automatically according users' access network.
EERNHRAT"EAEDERQUX/B2DKSER"RHEWebEAMERTT, WAQ/QX/B2DIKS, HaltRiEFRFHMNELEH MR ARINERRAF.

2, 1©TTToooommooommoooomoo-os |
o @ Rouskorce

User Name

NEXT

Username IWA LOGIN

Scan Code

Please do not save this page in your bookmarks/favorites. If you want to save
the requested page in your browser, please log in first

T

Please select MFA method

Password + SMS/EMAIL NetlQ

Can't Login?

Please select the authentication method

Please scan code via BBA JoyChat Login with BMW Group Q/QX/B2D Account

User Manual Privacy Policy Contact Us

PIN+Yubikey
PIN+Mobile Push

This is the official designated login page for BMW Brilliance Automotive, accessible only by authorized users

Please do not save this page in your bookmarks/favorites. If you want to save
the requested page in your browser, please log in first.
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BMW Berilliance IT Service Center:

BMW Birilliance IT Service Center is dedicated to providing you with a 24-hour hotline service to help you solve any problems you encounter

during system use.

« BBA employees and supplier users please contact:
Tel: 024-84555555  Email: IT.Helpdesk@bmw-brilliance.cn

« Dealer users please contact:
Tel: 400-024-7666 Email: BMW.CallCenter@bmw-brilliance.cn
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